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Baby Monitor Hacking Alarms
Houston Parents

+ @=als

By Alana Aug 13,2013 12:43pm
Abramson
A Houston couple is still shaken after saying they heard the voice of a strange man
cursing and making lewd comments in the bedroom of their 2-year-old daughter.

When Marc Gilbert and his wife Lauren entered the room, the voice cursed them as well.

The creepy voice — which had a British or European accent — was coming from the family’s baby
monitor that was also equipped with a camera. A hacker apparently had taken over the monitor.

The incident occurred on Aug. 10 as Marc Gilbert was doing the dishes after his birthday dinner and he
heard strange noises coming from his daughter Allyson’s room while she was sleeping, Gilbert said.

“Right away I knew something was wrong,” he told ABC News.

As he and his wife got closer to the room, they heard the voice calling his daughter an “effing moron,”
and telling her,”wake up you little slut.”

Baby monitor hacked by man who verbally
abused couple's two-year-old daughter

Dad Marc Gilbert was horrified to discover a stranger’s voice coming from the
baby monitor, calling his sieeping child an "effing moron™ and a little slut”
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Internet Initiative Japan Inc., Internet Infrastructure Review
(IIR) Vol.23, 1.4.2 DrDoS Attacks and Countermeasures
(http://www.iij.ad.jp/en/company/development/iir/pdf/iir_vol23
_EN.pdf)
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Linux Worm Targeting Hidden Devices © HHAHBE> ERo IR LR -BR) Q
By: Kaoru Hayashi [ (DB (Telnet)

Created 27 Nov2013 W 0 Comments » - - e
Kaoru Hayashi 8,
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Symantec has discovered a new Linux worm that appears to be engineered to target the “Internet of things”. The Q@I7/LRfT (%2 -
worm is capable of attacking a range of small, Internet-enabled devices in addition to traditional computers. __-E
Variants exist for chip architectures usually found in devices such as home routers, set-top boxes, and security m "‘* I
cameras. Although no attacks against these devices have been found in the wild, many users may not realize ___'
they are at risk since they are unaware they own devices that run Linux. N G- * :
1 BWELGARDT—FHBERENATVAIZBAZhELA. =
The worm, Linux.Darlloz, exploits a PHP vulnerability to propagate itself in the wild. The worm utilizes the PHP 2 MNETHCPULIATRRITENELA. g
—

'php-cgi’ Information Disclosure Vulnerability (CVE-2012-1823), which is an old vulnerability that was patched in
May 2012. The attacker recently created the worm based on the proof of concept (POC) code released in late

October 2013. H2 #HAIALEEFENELEREBEREDILR

http://www.symantec.com/connect/blogs/linux-  1oTt#sssEm & LI 0ELRIC DT
worm-targeti ng-hidden-devices http://www.npa.go.jp/cyberpolice/detect/pdf/20151215_1.p
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) wizSafe

Mirai BotIZ IR A TEHDH

&Léﬁ%/%@]
DDOoSIEE

C&CH—/IAADIATUK
-[< BotCount>]<atk cmd> <ip_addr>/<mask>[,<ip_addr>/<mask>...] <duration> <flags>

DDoSIZZEEHLRE

WEID IR [(RERE EEEF
0 udp UDP flood UDP/\Try hEKRE(SEDFITB,
1 vse Valve source engine specific flood Source EngineFMUDP FloodZ1T3.
2 dns DNS resolver flood using the targets domain, input IP is ignored BE UTe RAA > &(Cx UTDNSIKESHREZITD.
3 syn SYN flood SYN/\rw hEREICEDT S,
4 ack ACK flood ACK/ Ty R REISEDMFIFD.
5 stomp TCP stomp flood ?gggg%i%%i%ﬁ%}%/g ié?;i&j&\%; Llij"‘__—&lxy;i; 4173,
6 greip GRE IP flood GRETHT )L UIZIP-UDP/ Ty hEKREICIED{FIHS,
7 greeth GRE Ethernet flood GRETHF )AL UTZETH-IP-UDP/ oy e RKE(SX DTS,
8 U Proxy knockback connection SRELR Dz, FHlAEA,
9 udpplain  [UDP flood with less options. optimized for higher PPS REEBZEDRLC U, EE{bZ&R > /ZUDP Flood.
10 http HTTP flood HTTP GET/REDU I TR M REISKDF1F D,
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- [IoTHESE] MDD T FIAILAV I MIBDELES T ?
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ittt ODNSDBIEEE D THIUWNEWDSEMRIIL TULVRLYN,

o /RN hRY MNIESIMUTHBDEWDTFEENGEELH
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o BEEVRIOTBOtITRDIRETZ U CHWLWZHMLULME LNRLY
- telnet ZXFv>9dEECOT1>LTEOD
- CRCHU—/)\A\DBEZ {E=. ot B LT
- ftixtODNSH—/NCm > I BEE{(BEZ. . EETFRULH
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IIJ Internet Initiative Japan
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TEL : 03-5205-4466 (9 :30~17: 30 x/B/#HEL)

info@iij.ad.jp Ongoing Innovation
p://www.iij.ad.jp/

AEICE BEHERAVE—FRUNM T T IR D RET AHBFERISENTOET  AZDOZRIEL. BRICBEL. BROZFFEER
VEBEHICEVRESATEY, EEEEOENOSEICEAIFEENIThIE, 8- - AREEETEZE A, ). Internet Initiative Japan
(. KB A— UM =TT/ OBEE I EREETT. TOM. AZITBHEIA TV IERE. SHLFFESHOEE. EiFEx:
[FBREETT . AXDTIE™. @T—2IEFTLTEYFE AL ©2016 Internet Initiative Japan Inc. All rights reserved. AH—E 2D, &
UAFITREHESN TODERIE, FEFTELLICERT AL HYET,

© 2016 Internet Initiative Japan Inc.



